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HOJIMTHKA
NHO®OPMAIIMOHHOM BE3OIIACHOCTH MYHUIIMIIAJBHOI'O BIOJUKETHOI'O
OBIIEOBPA30OBATEJBHOI'O YUYPEX/TEHWA
«TUMHA3US Ne10 3EJJEHO/IOJICKOI'O MYHUITUIIAJIBHOI'O PAMOHA
PECIIYBJIMKH TATAPCTAH»

L.OBIIME ITOJIOKEHUE
1.1 Tlomurtuka wupopmanmonHoi OGesomacHoctu (nmanee Ilonmruka KMB) MyHHUIMDAIbHOrO
OropkeTHOro 00meobpazoBarebHOro  yupeskaenus « I'mvuazus NelO  3eneHOZ0NBCKOro
MyHUIHIATEHOro paiiona Pecmy6muxu Tarapcran»(manee YdpexaeHue)ompeaenser el U
3amaqd  cucTeMbl  ofecreueHwe MHGOPMAMOHHOHW  0O€301acCHOCTH M yCTaHABIIMBAET
COBOKYITHOCTb TIPABHII, TPEOOBAHMMA ¥ PYKOBOJSIIMX IPUHIUIIOB B 001acTH HHOOPMAHMOHHOM
6€30MacHOCTH , KOTOPEIMA PYKOBOJCTBYETCSI Y UPEXKICHHUS B CBOECH JIEATEIBHOCTH.
1.2 Ionutuka VB y4uTHIBA€T COBPEMEHHOE COCTOSHUE M ONrKalIye NepCHeKTHBbl Pa3BHTHS
AH(OPMAIMOHHBIX TEXHOJOTHHA B YUpeXICHUH, LEIM ,3aadyd M IIPABOBHIE OCHOBHI HX
SKCIUTyaTalii, PEXUMBI (YHKIIMOHUPOBAHMS, a TAKXKE COLEPIKHT aHaIU3 yrpo3 0e30macHOCTH
JUIst 0OBEKTOB ¥ CYOBEKTOB HH(POPMALMOHHBIX OTHOIUCHUH Y UpEKICHHUS.
1.3  OGecneuenue uH(GOPMAIMOHHONW OE30IACHOCTH BKIJIFOYAET B ce0s MOOYIO JeSTeNbHOCTD,
HaNpaBJIeHHYIO Ha 3allUTy HHOPMALHIH.
1.4 HudopmarmonHas 0e30macHOCT, YYpeXIEHUs , 3aK/II0YaeTcsi B HEYKOCHUTEIHHOM
COOIIOJICHUM BCEMH COTPYJHHKAMH YUpexxIeHHs TpeOoBaHMM M NPUHIMIOB ,M3J0XKEHHBIX B
[Homuruxe b
1.5. Pazpabotka [Tomureku VB, BHECEHHE H3MEHEHUH U OOIIMH KOHTPOIIb BBITIOIHCHHUS
TpeboBammii 10 obecrieueH 0 HHPOPMAMOHHON 0e300aCHOCTH Y UPEKACHHS
OCYIIECTBIISICTCS 3aMECTHTENIEM JUPEKTOpa 0 HHPOpMaTH3aluH
1.6. TTomuruka VB siBIsieTCss METOI0JOTHYECKOM OCHOBOM JUIsl 00ECIICUSHHUS PeKIMa
uH(OPMAIOHHON 6€30IIaCHOCTH, CIIY)KUT PYKOBOJCTBOM IIPH pazpaboTKe
COOTBETCTBYIOLIHX ITOJIOXKEHHIA, TIPABUII, HHCTPYKIIMH.
1.7. Bce coTpyTHHKH YUpEXKICHUS OTBETCTBEHHBI 32 00eCIEUCHUE BBIIOTHEHHS
TpeboBanmil HH(OPMAITMOHHOM O6e30macHOCTH, onpenenseMbIx B HactosmeH Ilomruke Ub.
1.8. ITomutuka Wb pazpaborana Ha OCHOBE HOPMATUBHEIX U PAaCTIOPSIUTEIbHbIX
IOKYMEHTOB B ob6macTu mH(OpManuonHoii 6e3omacuocTu Poccuiickoit deneparum.
1.9. Tlomaruxa Ub siBIseTCsS JOKYMEHTOM, JOCTYIHBIM KaXI0OMYy COTPYAHHKY
Vupexnenus
1.10. JloxymenTamu, aetanu3upyromumu nonoxenus [omuruxu Ub npuMeHuTeNnsHO K
OJTHOM MJIM HECKOJIBbKUM 001acTsiM HH(GOpMauoHHON 6e3011acHOCTH, BHIaM 1
TEXHOJIOTHSIM JESTETBHOCTH Y UpeKIeHH s, SIBISIFOTCS YACTHBIC IIOJUTUKH 110 00eCIEYEHHIIO
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nH(OPMAIIMOHHON 0€30MaCHOCTH, MHCTPYKITUH, METOAMYECKUE TTOCOOHS U PEKOMEH/IAIUH,
KOTOpBIE SBIISIOTCSA JOKYMEHTaMH M0 HH(GOPMaIlMOHHON 06€3011aCHOCTH BTOPOTO YPOBHSI.

2. O0bexTHI MHGPOPMAIITHOHHON 0€30MACHOCTH

2.1 OcHOBHBIMU 00BEeKTaMU MH()OPMAITMOHHOM 0€301TaCHOCTH B Y UPEIKICHUH SBIISFOTCS:

— uHpOpMalMOHHAs UHPPACTPYKTYPa, BKIIOYAIOLIAs TEXHUYECKHE U POrPAMMHO-
anmnapaTHble KOMIUIEKChI, HH(OPMAaLMOHHBIE CUCTEMbI, CUCTEMBI U CPEICTBA 3AIIUTHI
uH(pOpPMAaLIUHU, CUCTEMbI H(WJIN) TTOACUCTEMbI 00pabOTKH 1 aHalM3a HH(OpMAIHH

cpencTBa 00padOTKH, Mepeayl U OTOOPaKEHUs, B TOM YHCIIE KaHAJIbI

UH(POPMALIMOHHOTO OOMEHA U TEIEKOMMYHHKAIMH, OOBbEKTHI U TOMEIICHUS, B

KOTOPBIX Pa3MEIEHbl TAKHE CUCTEMBI.

— nH(OPMALMOHHBIE PECYPCHI C OTPAaHHUYEHHBIM JIOCTYIIOM, COCTABIISIFOINE
rOCy/IapCTBEHHYIO TaliHY, IEPCOHANbHbIE IaHHbIE, CBEACHHS OTPAHUYCHHOTO
pacnpoCcTpaHEHUs] WM HHbIE YYBCTBUTEIbHBIE K CIy4allHbIM HECAaHKLHOHHPOBAHHBIM
BO3/ICHCTBUSAM M HAPYUICHUIO NX O€30MacHOCTH

UH(POPMALIMOHHBIE PECYPCHI, @ TAKXKE OTKPHITO pacrlpocTpaHsemMas HHQopMaIus,
HeoOxoaumasi 175l paboThl YUpeskIeHHs], He3aBUCHUMO OT (DOPMBI U BHIa €€

IIPEJICTaBJICHMUS;

— npotueccel 06paboTku nndopmanuu B ECKC Yupexaenus, uHpopMaroHHbIe
TEXHOJIOTUH, PETIIAaMEHTHI U TIPOIIeIyphl BBOJA, cOOpa, 00pabOTKH, XpaHEHUS

nepenayu uHpopmanuu;

— IepCOHAN pa3padOTYMKOB, MOIH30BATENEH CHCTEM U 00ECTICYMBAIOIINI €€ CTa0MIIbHOE
(GyHKIIMOHUPOBAHUE;

2.2 UndopmanmioHHas cpena Y dpexIeHHs], TOKaTbHO-BBIYUCIUTENBHBIE CETH PAa3HOTO
YPOBHS M KOMILIEKCHI aBTOMAaTU3UPOBAHHBIX PA00UYHMX MECT, 00BEAMHEHHBIX B SIHHYIO
CTPYKTYPUPOBAHHYIO CETb.

2.3 K 0CHOBHBIM 0COOEHHOCTAM MH(OPMALIMOHHON CPeIbl Y UpexACHUS OTHOCATCS:

— 00bEIMHEHNE B €JUHBIE CUCTEMBI Pa3HOOOPA3HBIX TEXHUUYECKUX U TPOTPAMMHO-
anmapaTHBIX CPECTB 00pabOTKH U Mepenayn nHpopmanuu;

— pacuupenue chepbl UCIOJIb30BaHNS HH(POPMALIMOHHBIX CUCTEM Y UpEKICHHUS;

— 00beIMHEHNE B €IMHYI0 HH(OPMALIMOHHYIO CPely Pa3IMYHbIX HEOJHOPOAHBIX

Mojiere HH(POPMALIMOHHBIX CUCTEM.

— paszHooOpa3ue pellaeMblX 3aJad U TUIOB 00pabaThIBa€MBIX MAHHBIX, CIIOKHBIE PEXHUMBI
aBTOMATU3UPOBAaHHOW 00pabOTKK MH(pOpMaLINK;

— B@XHOCTb U OTBETCTBEHHOCTb PEIICHUH, IPUHUMAEMbIX Ha OCHOBE

aBTOMAaTHU3UPOBAaHHOW 00pabOTKK MH(pOpPMaLINK;

— oObeauHeHWEe B e€OUHBIX 0a3ax JaHHBIX HWHPOPMAlMK Pa3IMYHOTO HA3HAYCHWS,
MPUHAJJIEKHOCTH U YPOBHEHN KOH(PUIEHIINAIBHOCTH;

— HE00X0AMMOCTh 00eCTIeUeHUsI HEPEPHIBHOCTU (DYHKIIMOHUPOBAHUS Y UPEXKICHUS;

— pa3zHooOpasue, 3HAUUMOCTh U UHTEHCUBHOCTh HH(POPMAIIMOHHBIX TOTOKOB

— pa3HOOOpa3ue KaTeropuil Mmojib3oBaTesel, pa3padOTUMKOB M 00ECIEeUMBAIOIIEro MepcoHana
MH(OPMALIMOHHBIX CHCTEM.

2.4 3amure moanexkuT BCsS WHPOpManus U MHOOPMALMOHHBIE PECYPCHI, MUPKYIUPYIOIIUE B
VYupexIeHnH, He3aBUCUMO OT ee IpeacTaBieHus U MmectoHaxoxaeHus B ECKC Yupexnenus.
3. Heau 1 321244 AeATEJBHOCTH M0 00ecne4eHHI0 HH(POPMAIMOHHOM 0€30NACHOCTH.

3.1 OcHOBHOI1 TIENTBIO ACATEIHHOCTH 10 00ECIIeUeHNI0 HHPOPMAIIMOHHON 0€30TaCHOCTH
VYupexxaeHus sABIseTcs 3aluTa 00beKTOB MHYOPMAIIMOHHON 0€30IacHOCTH Y upexIeHus

OT BO3MOKHOTI'0 HAaHECEHMsI MaTePHAIIbHOT0, (PU3NUECKOTr0, MOPAJIbHOTO WJIK HHOTO

yiep6a, MocpeICTBOM CIIy4aiHOTO WIIM MPeHaMEPEHHOT0 BO3/1EHCTBHS HAa HH(OpMAIHIO,

ee HocuTeleH, mporecchl 00padOTKH U Mepeiayn, a TakKe MUHUMH3ALHS YPOBHS
nH(OPMAIIMOHHON 06€30MaCHOCTH APYTUX YTPO3.

3.2 OCHOBHBIMH 33J]a4aMu JACSATEIHHOCTH 110 o0ecrieueHn0 HHHOPMAITMOHHON

0€301aCHOCTH SIBJISIFOTCS:



— CBOEBpEeMEHHOE BBISIBJICHHE, OLICHKA M TPOTHO3UPOBAHNE UCTOUHUKOB YTPO3
nH(pOpMaMOHHOM 0€30MacCHOCTH, IPUYUH U YCIOBUM, CITOCOOCTBYIONINX HAHECEHUIO
yiep6a, HapyIIeHUI0 HOpMaIbHOTO (PYHKIIMOHUPOBAHUS OOHEKTOB

MH(OPMaLMOHHON 06€30MacCHOCTU Y UpexKICHUS;

— Co3anue MexaHu3Ma OINepaTUBHOTO pearupoBaHMs Ha YTPO3bl 0€30MaCHOCTH
uH(pOpMallMU U HETaTUBHBIEC TCHACHIINN;

— Co3nanue ycinoBuil UIsi MUHUMH3AIMY U JIOKAJIH3allMd HAHOCHMOTO yiepoa
HEIPaBOMEPHBIMU JACUCTBUAMU (PU3MUECKUX U IOPUIUUECKHX JIHII, ocTabieHue
HETaTUBHOTO BIMSHUS M JIUKBUIALUH [TOCIEICTBUI HapyIIeHus: 0€30IacHOCTH
nHpopMmanuu;

— 3ammrTa OT BMEIIATEICTB IIOCTOPOHHMX JIUI] B MPOIecC ()YHKIIMOHHUPOBAHUS
00beKTOB MHGOPMAIIMOHHON O€30NMaCHOCTH Y UPESKICHHS;

— Pasrpannudenue qocTtymna noib3oBaTesieil K 00bekTaM HH(pOpMamoHHOM| 6€301TaCHOCTH
U MHBIM pecypcaM YUpexKJIeHUs;

— Obecnieuenue ayTeHTUPUKAIIH TOTB30BATENCH, YIaCTBYIOIIUX B HWH(POPMALIMOHHOM
obMeHe;

— 3ammTa OT HeCaHKIIMOHUPOBAaHHON Moaudukanuu ucnoiszyembix B ECKC
YupexieHus IporpaMMHBIX CPEJICTB, a TAKXKE 3alUTY OT BHEAPEHUS
HECAaHKIIMOHUPOBAHHBIX MTPOTPaMM, BKITI0Yast KOMIIIOTEPHBIC BUPYCHI;

— 3amuTty uHGOpMaLK OTPAaHUYEHHOTO MOJIH30BAHUS OT YTEUKHU MO TEXHUYECKUM
KaHaJIaM TIpu ee 00padoTKe, XpaHEHUH U TIepe/Iadyr M0 KaHalaM CBSI3H;

— OGecneuenue decriepeOoitHOr0 PyHKIMOHUPOBAHUS KPUIITOTpaAhUIECKUX CPEICTB
3aIUThl THOOPMAIIHH.

3.3 TlocTaBieHHas 1eNb 3alUThI U PElICHUE MePEeUUCICHHBIX 3a/1a4 JOCTUTAI0TCS:

— YdeToM BceX MOJUIeKAIUX 3alIUTe 00bEKTOB HH()OPMAITMOHHON 6€3011aCHOCTH
YupexaeHus;

— Peructpanueii B )xypHanax IeMCTBUH NepcoHaa, OCYIIECTBISIFONIETO 00CTyKMBaHUE
U MoAM(UKaLHI0 00BEKTOB NHPOPMALIMOHHON 6€30MacCHOCTH

— [lonHOTOM, peanabHON BBIIOJTHUMOCTBIO U HEPOTUBOPEUUBOCTHIO TPeOOBAaHUI
OpraHU3aIMOHHO — PACTIOPSAIUTEIbHBIX JOKYMEHTOB Y UpEKICHHS MO0 BOIPOCcaM
oOecrnieueHrs 6€30MacHOCTH UH(OpMaIIHH;

— IToaAroTOBKOM TOMKHOCTHBIX JIML, OTBETCTBEHHBIX 32 OPraHU3ALUI0 U
OCYIIECTBIICHHUIO MPAKTHUECKUX MEPOTIPUSATHIA IO 00ECTIEYCHNIO OE30MTaCHOCTH
nH(pOpPMaIIUU U MPOIIECCOB €€ 00pabOTKH;

— Hanmenennem KaxJjoro moJIb30BaTeisi ONTUMAIBHO-HEOOXOMMBIMH JJIs1 BBITTOTHEHHS
UM CBOMX (D)YHKIIMOHAJIBHBIX 00s3aHHOCTEH MOJTHOMOUYHUSMHU T10 TOCTYITY K
WH(POPMALIMOHHBIM pecypcaM Y UpekICHHS;

— YeTKuM 3HaHUEM U CTPOTUM COOJIIOJIEHHEM BCEMHU MOJIb30BATEISIMU OOBEKTOB
nH(pOPMallMOHHON 06€30MacHOCTH YUpexKIeHus TpeOoBaHH OpraHU3alMOHHO
—pacHopsAUTENbHBIX TOKYMEHTOB IO BOIIpocaM obecrieyeHus: 6e301acHOCTH
uH(pOopMaLnu;

— IlepcoHanbHOI OTBETCTBEHHOCTHIO 32 CBOM JICHCTBUS KaX/10TO COTPYTHHKA, B PAMKAX
cBOMX (YHKIIMOHATBHBIX 00S13aHHOCTEN MMEIOIIETO TOCTYI K O0BEKTOB
UH(POPMALIMOHHOM 0€30MacHOCTH Y UpeXICHHUS;

— [IpumeHeHnEM PU3NIECKUX U TEXHHUECKUX CPEACTB 3alIUTHl 0OBEKTOB
UH(POPMALIMOHHOM 0€30MacCHOCTH Y UpEKICHHUS U HETIPEPHIBHOM aIMUHUCTPATUBHOMN
MOJIEP)KKON MX MCIIOJTb30BAHHS

— D¢ eKTUBHBIM KOHTPOJIEM HaJ1 COOIIOIEHUEM MOIb30BaTEIsIMU HHPOPMALIMOHHBIX
pecypcoB YupexaeHus TpeOOBaHUi 10 00ECTIEYeHHII0 0€30MaCHOCTH HH(POPMAIIHH;

4. OcHOBHBIE YIPO3bl 0€30MaCHOCTH HHPOPMALMH B YUYpeKAeHUN

4.1 ITox yrpo3amu 6e30macHOCTH HH(POPMALIUK B Y UPESKICHUHA TTOHUMACTCS
MOTEHIMAJIHHO BO3MOXKHbBIE HETaTUBHBIE BO3JICHCTBUS Ha 3aIUINAEMYI0 HHPOPMALIUIO.
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4.2 OCHOBHBIMH UCTOYHUKAMHU yrpo3 0€30MacHOCTH HHPOPMALUH B Y UPEKICHUS

SABIISIFOTCSL:

— HenpennnamepenHsble, T.€. 1€HCTBUS, BBI3BAHHBIE HEKOMIIETEHTHOCTBIO WIIN

XaJIaTHOCTBIO 110JIb30BaTeN e (IepcoHaa);

— [IpennamepeHHsble, T.€. I€UCTBUSA, BBI3BAHHBIE 3JIbIM YMBICIOM, HE3aBUCHMO OT TOT'O,
BHEIIIHUM WJIM BHYTPEHHUM OTHOCHUTEJIBHO 00BEKTOB HH(POPMALIMOHHOM

0€30MaCHOCTH Y UpEKACHUSI SBIIIETCS UCTOUYHUK YIPO3bI;

— OmubKu, 1ONyLIEHHbIE IPH pa3padoTKe KOMIIOHEHTOB 0ObEKTOB HH(OPMALIMOHHON
0€301aCHOCTH YUPEKICHUS U UX CUCTEM 3alUThI, OIIUOKH B IPOTPAMMHOM

o0ecreyeHnH, OTKa3bl U COOM TEXHUYECKUX CPEJICTB;

— ABapuu, cTuXuiiHbIe OECTBUA.

4.3 CoTpynHHUKUA YUpexAeHHUs, 3aperuCTpUpOBaHHbIE Kak JierajdbHble moib3oBaTean ECKC
YupexxaeHus uiu 0OCITy)KMBAIOIIUE €€ KOMIIOHEHTHI, SBJIAIOTCS BHYTPEHHMMHU HCTOYHHKAMU
CllydyaliHbIX BO3JIEHCTBHSA, T.K. MMEIOT HEMOCPEACTBEHHBIH JOCTYN K Ipoleccam 00paboTKu
UHPOPMALIMKM ¥ MOTYT COBEpIIATh HEMpPEJHAMEPEHHBIC OIMMOKH W HAPYUICHUS ACHCTBYIOLINX
IPaBUJI, UHCTPYKLUH, pETIIaMEHTOB;

4.4 Bo3MOXHBIE ITyTH pean3aluy HelpeTHaMEePEHHBIX yrpo3 0€301acHOCTH

YupexaeHus:

— Hey™mpinuieHHble  IEHCTBHS, NPUBOAALINE K YACTUYHOMY WJIM IIOJHOMY HapyIICHUIO
(YHKLIMOHAJIBHOCTH KOMIIOHEHTOB OOBEKTOB HH(pOPMAIMOHHON O€30MaCHOCTH YUpexaAeHUs
WIN Pa3pyHIeHNI0 HH(POPMALMOHHBIX MM MPOTPAMMHO — TEXHUYECKHX PECYPCOB;

— HeocTtopoxHble neficTBUNA, NPUBOJAIINE K pa3IIIAlIeHUI0 HHPOPMALUU

OTpaHMUYEHHOTr'0 PacHpOCTPAaHEHUS;

— Pasryanienue, nepenaya uim yrpaTta arpuOyToB pa3rpaHUuEHUs JOCTYIIA;

— HrHopupoBaHWe OpPraHM3AaLMOHHBIX OTPAaHWYCHHHA NpU paboTe ¢ WHPOPMALNOHHBIMU
pecypcamy;

— [IpoekTrpoBaHue apXUTEKTYpPbl CUCTEM, TEXHOJIOTUI 00pabOTKH JaHHBIX C

BO3MOXHOCTSIMM, — NPEJACTABISIOUIMMHM  OMACHOCTb AN (PYHKIMOHUPOBAHHUA  OOBEKTOB
nH(pOpMaIMOHHOM 0€30MacHOCTH Y UpeKIeHUs U 0€30IacCHOCTH HH(POPMAIIHIH;

— Ilepechlika TaHHBIX [0 OIIMOOYHOMY ajpecy (YCTpPOHCTBY);

— BBoj OIIMOOYHBIX TaHHBIX;

— HeyMmbiniuienHas nmop4a HocuTenelt nHpopmaruu;

— HeymblliuieHHOE TOBpEXIeHIE KaHAJIOB CBS3H;

— HenpaBomepHoe OTKiIIOUEHHE 000OpPYNOBaHMS WIM U3MEHEHHE PEXHMMOB paboOThl YCTPOMCTB
W TIPOTPaMM;

— 3apakeHue KOMIIbIOTEPOB BUPYCaMH;

— HecankunoHMpoBaHHBIE 3allyCK TEXHOJIOTMYECKUX MPOTPaMM, CIOCOOHBIX BBI3BATH MOTEPIO
paboTOCIOCOOHOCTH KOMITOHEHTOB MH(OPMALMOHHBIX CHUCTEM MJIM OCYILECTBIISIOLIMX B HUX
HeoOpaTUMbIE N3MEHECHUS;

— HexkoMnieTeHTHOE UCTIOIB30BaHUE, HACTPONKA MIIM HEIIPAaBOMEPHOE OTKIIFOUEHUE

CPEJICTB 3aIIUTHI.

4.5 Bo3MOXHbIE ITyTH pean3alliy MpeHaMEPEeHHbBIX YTPpo3 0€30MaCHOCTH Y UpeKICHUS:
[1JYMBIIUIEHHBIE ASHCTBUS, IPUBOAIINE K YACTUYHOMY WJIM IIOJTHOMY HapyIICHHIO
(YHKIMOHATIBHBIX KOMIIOHEHTOB 00BEKTOB HH(OPMAIIMOHHOH 0€30MacHOCTH

VYupexaeHusauiau pa3pymeHnto nHHOPMalOHHBIX WU MPOTPaMMHO — TEXHUYECKHUX

pECypcoB;

[0 [leficTBus 1O Ae30praHu3anuy (pyHKIMOHUPOBAHUS OOBEKTOB HH(OPMAITMOHHOI
0€30MaCHOCTH YUpEKICHUS XUIICHNE TOKYMEHTOB U HOCUTENeH nHpopManuu;
[1[JHecaHKIIMOHUPOBAHHOE KONIMPOBAHUE JOKYMEHTOB M HOCUTENIEH HH(DOpMaIny;
YMBIIIJIEHHOE NCKaXXeHne nH(opMarui. BBoa HEBEpHBIX TaHHBIX;

[ OTKIIIOYEHKE WK BBOJI U3 CTPOs OJICHCTEM oOecrieueHus (PyHKIIMOHUPOBAHUS

00BEKTOB MHPOPMAITMOHHOM 0€30MaCHOCTH Y UpEeKICHUS;
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-IIepexBar nqaHHBIX, IEpEIaBAEMBbIX 10 KaHAJIaM CBSI3H U UX aHAJIN3;

-XHIeHUe MPOU3BOACTBEHHBIX OTX0/I0B;

-He3akonHoe nonyueHue arpuOyToB pa3rpaHUdeHUsl JOCTYIIa,;

-HecankimonupoBaHHbIM JOCTYI K 00bEKTOB MH()OPMAIIMOHHON 6€30I1aCHOCTH

VYupexxaenus ¢ pabounx CTaHIIMH JeTaTbHBIX M0JIb30BaTENCH;

-XUIeHne WU BCKPbITHE MU(GPOB KPUNTO3AUTH UH()OpMAIIH;

-BHepenue annapaTHeIX WIKA IPOrPaMMHBIX 3aKJIAJ0K C LEJIBI0 CKPBITHO

OCYILECTBIIATh 1OCTYI K HH(OPMALIMOHHBIM pecypcaM W J1€30praHu3aluu
(GYHKIMOHUPOBAHUS KOMIIOHEHTOB 00BEKTOB MH(POPMALIMOHHOH 0€30MacHOCTH

Yupexnenus;

-HezakonHoe ncnonp3oBanue 000py10BaHuUs, IPOTPAMMHBIX CPEJCTB WITH

UH(POPMALIMOHHBIX PECYPCOB.

4.6 Bo3aMOXHBIE IYTH pealn3alui OCHOBHBIX €CTECTBEHHBIX yIpo3 0€30MacHOCTH

Yupexaenus:

-Brixox u3 cTpost 06opynoBanus 00bEKTOB HHPOPMALMOHHON 0€30TTIaCHOCTH H

o0opynoBaHus obecredeHus ux (yHKIMOHUPOBAHUE;

-BbIX0oz U3 CTpOs Wi HEBO3MOKHOCTh UCIIOJI30BaHUS JIMHUH CBS3H;

-[Toxxapbl, HABOJTHEHMS U APYTHE CTUXUITHBIE O€/1CTBUS.

4.7 Hapymurenb — JIM10, KOTOPOE IPEAIPUHSIIO TOMYTKY BBIIOJIHEHUS 3alpPEIIeHHbIX

JeiicTBUi Mo omMOKe, HE3HAHUIO MJIM OCO3HAHHO CO 3JIbIM YMBICJIIOM HJIM 0€3 TaKOBOI'O U
HCIIOJIB3YIOLIEE JIUISl TOTO PA3IMYHbIE BOZMOXKHOCTH, METO/BI U CPE/ICTBA.

4.8 3110yMBIIIJIEHHUK — HAPYIIUTENb, JEHCTBYIOIUNA HAMEPEHHO U3 KOPBICTHBIX,

UJICHHBIX WU HHBIX MTOOYKICHUH.

4.9 Cucrema obecrieueHust HHGOPMaMOHHONW 6€30MaCHOCTH YUPEKICHUS J0JKHA

CTPOUTHCS UCXOAS U3 MPEANOI0KEHUM O BO3MOXKHBIX THUIIAX HAPYLIUTENIEH U
3JI0YMBIILJICHHUKOB B CUCTEME.

4.10 HexoMIieTeHTHBIN NOJIB30BATENb — COTPYAHUK YUPEXKIEHUS UCTIOIb3YIOIINHA TOJIBKO
LITaTHBIE CPENICTBA,, KOTOPBIN MOYKET NMPEANPUHUMATD MONBITKY BBIIIOJHEHUS

3anpenieHHbIX JeHCTBU, JOoCTyNa K 3alUIaeMbIM 00beKTOB MH(POPMAITMOHHOMN

0€30I1aCHOCTH Y UPEXKICHUS C MPEBBILICHUEM CBOUX MOJTHOMOYHI, BBO/Ia HEKOPPEKTHBIX
JTAaHHBIX, HApYIIEHUs PAaBUJ U PETrJIaMeHTOB padoThl ¢ UHpOpMaLMEH U T. 1.

4.11 JIroOuTenpb — COTPYAHUK YUPEKICHUS, TBITAIOIUICS HAPYILIUTh CUCTEMY 3aIlUThI

0e3 KOpPBICTHBIX IIeJIel WU 3J10r0 yMbIcha. [[jist mpeoqoaeH sl CUCTEMBI 3alUThl U COBEPLICHUS
3alPCIIEHHBIX JCHCTBUM OH MOXKET MWCIOIb30BaThb pPa3jIu4Hble METOJAbI IOJYYCHUS
JIOTIOJIHATEJIBHBIX ITOJIHOMOYMM JIOCTyNa K pecypcam, HEIOCTaTKHM B IOCTPOEHUE CHUCTEMBI
3aIUTBl U JOCTYIHBIE €My INTaTHble cpencrBa. IIOMHMO 3TOro OH MOXET IIOINBITATHCS
WCIIOJIB30BaTh  JOTIOJHUTEIbHBIE HEIITATHBIE MHCTPYMEHTAJIbHBIE M  TEXHOJIOTHYECKHE
pOTrpaMMHBIE CPEACTBA, CAMOCTOSITEIBHO pa3paboTaHHbIE PO PAMMBI

WJIM CTaHJAPTHBIE TONOJIHUTEIBHBIE TEXHUYECKUE CPECTBA.

4.12 BHyTpeHHMH 3JI0yMBIIIJIEHHUK — COTPYAHUK Y UPEXKACHUSI, NEHCTBYIOINI
L[EJICHAIIPaBJICHHO W3 KOPBICTHBIX HMHTEpEecOB. MOKET MCIONb30BaTh BeCh HAOOp METOAOB M
CPEACTB B3JIOMa CHCTEMBI 3alUTBHI, BKJIOYAas arcHTYpHBIE METOJbl, IaCCUBHBIC CPEACTBA,
METOJIbl ¥ CPEJICTBA aKTUBHOI'O BO3/EUCTBHUS, a TaK)Ke KOMOWHAIIMU BO3JIEHCTBUH, KaK U3HYTPH,
TaK U U3BHE YUPEIKICHHUS.

4.13 BHemHU# 3710YMBIIUIEHHUK — MOCTOPOHHEE JIUIIO, JCHCTBYIOIIEE IIEJICHANPABICHHO W3
KOPBICTHBIX UHTEPECOB. MOXKET UCIOIB30BaTh BECH HAOOP METOJIOB M CPECTB B3JIOMa CHCTEMBI
3aIMTHI, BKJIFOYAsl areHTYPHbIE METO]Ibl, TACCUBHBIE CPEACTBA, METOJBI U CPEJACTBA AKTUBHOIO
BO3/ICUCTBUS, a TAK)KEe KOMOMHAIIUY BO3/IEHCTBHM, KaK U3HYTPHU, TaK U U3BHE Y UPEXKJICHHS.

4.14 K BHYTpEeHHUM HapyIIUTEIEM MOTYT OBbITh OTHECEHBI JIUIIA U3 CIEAYIOLIUX

KAaTerOpHuil COTPYIHUKOB YUpEKACHU:

-3apeructpupoBanHsie noyibzoBaresin ECKC Yupexnenus

-CoTpynHUKH YUpexIeHUs, HE SBIIIOIINECS 3apETUCTPUPOBAHHBIMU
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I10JIb30BATESIMU U He aonyueHHsle K pecypcam ECKC, Ho nMeromue noctyn B

3/ITaHUE U [TOMEILECHUS;

-Ilepconan,  oOecmneunBaromuii  OOCITy)XKMBaHHME  TEXHHYECKHE  CPEACTBA  OOBEKTOB
uH(GOPMaLIMOHHON 06€30MaCHOCTH Y UpekKICHUS.

-CriennanucTsl, 3a/IeHCTBOBAaHHBIC B COMPOBOXKICHUH ITPOrPAMMHOTO 00€CIICUeHUS;

4.15 BHemIHUM HapyIIUTEIEM MOXKET OBbITh JIMIIO U3 CISAYIOIINX KaTeTOPHIA:

-YBOJIEHHBIE COTPYAHUKHU Y UPEXKIECHUS;

-IIpeacraBurenu opranuzanuii, B3aMMOCHCTBYIOIIUX 110 BOMPOCAM TEXHUYECKOTro 00ecreueHUs
Yupexnenus;

-IToceTtnTenm;

-UieHsl IPECTYIHBIX OPraHU3aLNN;

-JIuna, ciaywyaiiHo wunu  ymbinuieHHO npoHukmue B ECKC VYupexaeHus W3 BHELIHHUX
TEJIEKOMMYHUKALMOHHBIX CETEH (XaKephl).

5. OcHOBHbIE NPUHUUNBI MOCTPOEHHUS] CHCTeMbl HWHGOPMANMOHHOH 0€30MACHOCTH
Yupexnenus

5.1 3aKOHHOCTB.

[Ipeanonaraet ocymecTBICHHE 3AIUTHBIX MEPONPUATUN U Pa3pabOTKy CUCTEM

Oe3omacHOCTH UH(pOpMaK YUpexKIeHUs B COOTBETCTBUU C JCHCTBYIOIIUM

3aKOHOJATEILCTBOM B 00J1acTH MH(OPMALMOHHBIX TEXHOJOTWi. Bee monbp3oBarenu 0ObEKTOB
uH(pOpMallMOHHON  Oe3omacHOCTH  YUpeXJeHHs JOJKHBl HMMETh HpeicTaBieHue o0
OTBETCTBEHHOCTH 32 MPAaBOHAPYIICHUS B 00JaCTH HH(POPMALIMOHHBIX TEXHOJIOTHH.

Peanuzanus 1aHHOTO MpUHIUIIA HEOOXOAUMA JJIs 3aIUThl UMEHU U PEMyTalluu

Yupexnenus

5.2 CUCTEMHOCTb.

[Ipenmonaraer yueT BCEX B3aMMOCBA3aHHBIX, B3aMMOJCHCTBYIOIIMX W HM3MEHSIOLIUXCS BO
BPEMEHH 3JIEMEHTOB, YCIOBUHN U ()aKTOPOB, 3HAYMMBbIX JJIS1 TOHUMAHUS U PelIeHus: npoOIeMbl
oOecrieueHus 0e30MacHOCTH OO0BEKTOB HMH(OpPMALMOHHOW Oe3omnacHocTH YupexaeHus. llpu
CO3/IaHMM CUCTEMBI 3aIlUThl JOJDKHBI YUUTBHIBAThCS Bce ciaaOble M Hambosee ys3BUMbIE MecTa
00beKTOB MHPOPMAIIMOHHON O€30MTaCHOCTH Y UpPEkKICHHUS.

Cucrema 3amuThl JOJDKHA CTPOUTBHCS C YYETOM BCEX M3BECTHBIX KaHAJIOB IPOHUKHOBEHUS U
HECaHKIMOHMPOBAHHOIO J0CTyna K HWHGOPMalUM U C YYETOM BO3MOXKHOCTH MOSIBICHHUS
NPUHIUIHNAIBHO HOBBIX IyTEeH peanu3anuu yrpo3 0e30MacHOCTH.

5.3 KOoMIIeTeHTHOCTb.

[IpenmosiaraeT NpPUMEHEHHE DPA3HOPOAHBIX CPEACTB 3aAIIMTHI IPU IIOCTPOEHUH ILEITOCTHON
CUCTEMBbl 3alllUThl, MEPEKphIBAIOIICH BCE 3HAYMMBIE KaHAJIbl peaJu3allMd Yrpo3 U He
coJiepKalleil cnabbIX MECT Ha CThIKaX €€ OTJIEbHBIX KOMIOHEHTOB. 3alUTa JOHKHA CTPOUTHCS
3IIETIOHUPOBAHO. .

5.4 HenpepbIBHOCTD U LIEIIOCTHOCTD 3aLIUTHI.

OTO Mpouecc, OCYIIECTBISEMbIA PYKOBOACTBOM YupexaeHus, OTAeIOM W COTPYIHUKAMHU
CTPYKTYPHBIX MOAPAa3/I€IeHUN, KOTOPbI JOJKEH IMOCTOSHHO MITH HA BCEX YPOBHSAX BHYTPHU
Vupexnaenns. Kaxnplii COTpyAHMK YUpexKIEHHs [ODKEH INPUHUMATBCS ydacTUE B 3TOM
nporiecce. [lesTeabHOCTb Mo obecneueHno HHYOpMAIIMOHHON 0€30acHOCTH SIBIISETCS
COCTaBHOM YaCThIO TOBCEAHEBHOM ESATEIIBHOCTU Y UPEKICHUS.

5.5 CBOEBPEMEHHOCTb.

Hocwut ynpexparomnuit xapaktep Mep o0ecrieueHus 6€301macHOCTH HHGOPMAITIH.

Pa3zpaboTka cucTeMBbl 3alMTHI JOJDKHA BECTUCh MapaJlIeNbHO € pa3pabOTKOM M pa3BUTHEM
caMOi 3alMIIaeMOi CHCTeMbl. JTO TMO3BOJIUT YydecTh TpeOoBaHHA O€30MacHOCTH TpHU
IPOEKTHUPOBAHUU APXUTEKTYpPHl M, B KOHEYHOM CUeTe, co3aaTh Ooyiee 3P PeKTUBHBIE CHCTEMBI,
o0Jasiaronye 10CTaTOYHBIMU KOMIIETEHIIUSMHU.

5.6 IIpeeMCTBEHHOCTb U COBEPILIEHCTBOBAHHUE.

[Ipenmonaraer MOCTOSSHHOE COBEPUICHCTBOBAHME MEpP W CPEACTB 3allUThl MH(pOpManuM Ha
OCHOBE IPEEMCTBEHHOCTH OPIaHMU3AlMOHHBIX M TEXHUYECKUX PEIIEHUM, KaJIpOBOI'O COCTaBa,
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aHanmu3a (YHKIMOHUPOBAHUS OOBEKTOB HMH(OPMAIIMOHHONW 0€30MacHOCTH YUpexaeHUs |
CHCTEMBI €€ 3alIUThl C Y4eTOM M3MEHEHMH B METOJaX M CpelCTBaxX IepexBara MH(pOpMaIuH,
HOPMATHBHBIX TPEOOBAaHUI MO 3alUTE, JOCTUTHYTOTO OTEYECTBEHHOTO U 3apyOEKHOIO OMbITa B
o0acTi MHQOPMAIIMOHHBIX TEXHOJIOTHH.

5.7 PazyMHast 1OCTaTOYHOCTb.

[Ipenmnonaraer coOoTBETCTBHE YPOBHS 3aTpaTr Ha oOecredeHue 0e30MacHOCTH HMH(pOpMalMU K
BEJIMYMHE BO3MOXKHOTO ymiepOa.. Co3maTe abCONIOTHO HEMPEOAONMMYI0 CHCTEMY 3allUThI
IPUHIUIHNAIBHO HEBO3MOKHO. [Toka nHpopmanus HaxoauTcs B 0OpalleHuy,

IIPUHUMAEMbIE MEPbl MOT'YT TOJIBKO CHU3UTh BEPOSITHOCTh HETaTUBHBIX BO3JEHCTBUI, HO HE
UCKJIFOUUTh UX HOJHOCTHIO. IIpu 1ocTaTOYHOM KONHMYECTBE BPEMEHHM M CPEICTB — BO3MOXKHO,
PeoIoJIeTh M00YI0 3amuTy. [103TOMYy MMeeT CMBICI paccMaTpUBaTh HEKOTOPBIA MPUEMIIEMBIN
YpOBEHb 00ecrieyeHHsI O€30M1acCHOCTH.

5.8 IlepcoHanbHas OTBETCTBEHHOCTb.

[Ipeanonaraer BO3/10KEHHUE OTBETCTBEHHOCTH 3a oOecredeHue 0e30nacHOCTH HMHGpOpMaluu U
CUCTEMBI €€ 00pabOTKM Ha Ka)kJI0r0 COTPYJHHUKA B Mpezesiax ero nojHoMounii. B coorBeTcTBUM
C 3TUM HOPUHLUIIOM pacHpeiiesieHHe IMpaB U OO0S3aHHOCTEH COTPYAHUKOB CTPOMTHCS TaKUM
o0Opa3om, 4T0OBI B ciydae JIFOOOTO HApYIIEHUS KPYr BHHOBHHUKOB OBUT YETKO W3BECTCH HIU
CBE/IEH K MUHUMYMY.

5.9 Ontumu3anust NOJIHOMOYUH.

[Tpeanonaraer npeaocTaBlIeHUE MOJIb30BATENSAM ONTUMAIbHBIX IIPaB AOCTYIA B

COOTBETCTBHUH CO CITY)KeOHOW HEOOX0MUMOCTHIO. JloCcTym K MHPOPMALIUHU TOJIKEH
IPEOCTABIIATECS TOJIBKO B TOM cilydae U 0ObeMe, KOrja 3TO HEOOXOIUMO COTPYAHUKY IS
BBITIOJIHEHUS €T0 TOJKHOCTHBIX 00S3aHHOCTEH.

5.10 MckmroueHne KOHPIUKTAa UHTEPECOB.

[Ipenmonaraer 4eTkoe paszeneHne 00sI3aHHOCTEH COTPYIHUKOB M NCKIIFOUEHUE CUTYaIU, Koria
chepa  OTBETCTBEHHOCTHM COTPYJHHMKOB  JomyckaeT KOH(GmukT uHTepecoB. Cdepbl
MNOTEHLUATbHBIX KOH(IUKTOB IOJKHBI BBISBISATHCS, MUHUMHU3UPOBATHCS, U HAXOJIUTHCSA IOJ
CTPOTMM HE3aBHCHMBIM KOHTpPOJIEM. Peann3anyst JTaHHOTO MPUHIIMIIA TPEAIOJIaraeT,

YTO HE OJIMH COTPYAHHUK HE JOJDKEH UMETh MOJIHOMOYHWH, MO3BOJISIOLIUX €My €IMHOJINYHO
OCYILIECTBIIATD BBINOJIHEHUE KPUTHYHBIX OIEpail.

5.11 B3aumoieicTBUe U COTPYAHUYECTBO.

[Tpeanonaraer cozanue 6J1aronpusTHONH aTMOCc(epsl B KOJUIEKTUBAX CTPYKTYPHBIX
noapaszieneHuii. B Takoi 00CTaHOBKE COTPYIHUKH JIOJDKHBI OCO3HAHHO COOJIOJIATh
YCTaHOBJICHHBIE TIpaBWJIa M OKas3blBaTh copaelicteue Otneny. Bece coTpyanuku YupexiaeHus
JOJKHBI TOHMMAaTh CBOIO POJb B Ipolecce odecreyeHus NHPOPMAMOHHONW 0O€e30MacHOCTH U
IIPUHUMATB B TOM y4acTHE B 3TOM IIPOIIECCE.

5.12 'nOKOCTh CHUCTEMBI 3aILIUTHI.

[Ipeamonaraer cmocoOHOCTh cHUCTeMBbl oOecreueHuss HMHPOPMALMOHHOW  0Oe30macHOCTH
pearupoBaTh Ha M3MEHEHUsS BHEIIHEH Cpelbl U YCIOBUM OCYLIECTBICHUS YUpPEKICHUS CBOEH
JEATENBHOCTH.

5.13 [IpocToTa NpUMEHEHUS CPEICTB 3aIUTHI.

[IpenmosiaraeT MHTYUTUBHO IOHATHBIE M IPOCTBIE B MCIIOJIB30BAHMM MEXAHM3MBI M METOJbI
3amuThl. [IprMeHeHue cpeicTB M METOAOB 3alUTHl HE JIOJDKHO OBITH CBSI3aHO CO 3HAHUEM
CHELMANbHBIX S3bIKOB WJIM C BBINOJHEHUWEM JeHCTBUH, TpeOyroImuX 3HAuYUTEeIbHBIX
JOTIOTHUTENIBHBIX TPYJA03aTpaT MpU OOBIMHONW paboTe 3aperucTpUpOBAaHHBIX IOJIb3OBATENEH, a
TaKkXke He JOJDKHO TpeOoBaTh OT MOJb30BATENsl BBINOJHEHHUS PYTHHHBIX MAJIONMOHSTHBIX €MY
onepanui.

5.14 OG0CHOBaHHOCTb U TEXHUYECKAs peaTn3yeMOCTb.

[Ipenmonaraer peaidu3alui0 Ha COBPEMEHHOM YPOBHE pa3BUTHS HAyKM U TEXHUKHU
UH(POPMALIMOHHBIX TEXHOJIOTHH, TEXHUUECKUX U MPOTPAMMHBIX CPECTB, a TAK)KE CPEICTB U Mep
3aImUThl THPOPMAITHH.

5.15 Cneunanuzanus 1 npohecCHOHATU3M.



[Ipeanonaraer npuBjeyeHUE K pa3pabOTKE CPEICTB U peau3aliii Mep 3alUThI

uH(pOpMallK CIEeUHUATN3UPOBAHHBIX OpraHW3alui, JUIEH3UPOBAHHBIX Ha OCYIIECTBICHUE
JeSITeIbHOCTH 1O olecreyeHnto 0e30macHOCTH HH(GOPMAIMOHHBIX PECYPCOB, HMMEIOLINX
MPAKTUYECKHUI OMBIT pabOThl U FOCYIaPCTBEHHYIO JUICH3UIO HAa MPaBO OKa3aHUs YCIYT B 3TOM
obnactu. Peanuszanus aAMUHUCTPATUBHBIX MEP U KCILTyaTalUsl CPEJCTB 3aIUThI

JOJI’KHA OCYHIECTBIIATHCA MPO(EeCcCHOHANBHO MOATOTOBIECHHBIMU CIEIMATUCTAMH Y UPEKACHUS
5.16 O6s13aTENbHOCTH KOHTPOJIS.

[Ipenmonaraer 0053aTe€AbHOCTh U CBOEBPEMEHHOCTh BBISBJICHUS W IPECEUEHUS MOIBITOK
HapyLICHUs YCTAHOBJIEHHBIX NpaBwi, obecreueHuss Oe3omacHOCTH WHQPOpPMALMU, Ha OCHOBE
UCIOJIb3YEMBIX CHUCTEM U CPEACTB 3auuThl HH(popmanuu. KoHTpoas 3a AedaTeabHOCTh JIF000ro
MOJIB30BATENs, KAKIOrO CPEACTBA 3AIIUTHI U B OTHOLICHHUU JIOOOTO 00BEKTa 3aIUTHI JOJKEH
OCYIIIECTBIISITHCSL HA OCHOBE MPUMEHEHUS CPEJICTB OMEPATUBHOTO

KOHTPOJISI M PETUCTPAllMd U JIOJDKEH OXBaThlBaThb KAaK HECAHKIMOHUPOBAHHBIE, TaK U
CaHKLUMOHHPOBAaHHBIE JIEHCTBUS TMoyb3oBareneil. Bmecte ¢ TeM, s¢ddextuBHas cucrema
obOecrieyennss  MH(OPMAIIMOHHOW  Oe30macHOCTH  TpeOyeT  HanmW4usg  aJeKBaTHOH U
BceoOBeMITIONIeH MH(OpPMAIMK O TEKYIIEM COCTOSIHHH MPOIECCOB, CBA3AHHBIX C JBHKEHHUEM
UHPOPMALIUU U CBEICHUI O COONIOIEHUN YCTaHOBICHHBIX HOPMATUBHBIX TPEOOBaHUI, a TaKkKe
JOTIOTHUTEIbHON MH(OpMaINY, UMEIOIIEH OTHOIICHHE K IPUHITHIO PEIICHUN.

5.17 Hepoctatku cucteMbl obOecrieueHus: HHOOPMAIMOHHOW O€30IacHOCTH, BBISBICHHBIC
COTPYIHUKAMU YUPEXKACHUS WIU OTHeNa JOJKHBl HEMEIJIEHHO JIOBOJIUTHCA JO CBEICHUS
PYKOBOJUTEINIEH COOTBETCTBYIOLIETO Y UpPEKIEHUS U ONIEPATUBHO YCTPAHSITHCSL.

6. Mepbl, MeTOABI H CpeAcTBa olOecneyeHUs: TPedyeMOro YpOBHSl 3alMINEHHOCTH
HH(OPMALMOHHBIX PECYpPCOB.

[Ipenmonaraerca, 4YTO HECAHKIIMOHUPOBAHHBIM JOCTYI Ha OOBEKTHl HHGOPMAIMOHHON
0€30IaCHOCTH ITOCTOPOHHUX JIMII UCKITI0YACTCS MepaMH (PU3MUECKOM 3alUTHI.

6.1 Bce wMepsl obOecreueHusi 0e€30MacHOCTH WHGOPMAIMOHHON CHUCTEMBl Y UpPEkKACHUS
NOJIPa3/eIAI0TCS Ha CIEIYIOIINE BUbI:

-TIPaBOBBIE;

-MOPaJIbHO — ATUUYECKHUE;

-TEXHOJIOTUYECKHUE;

-OpraHu3alloOHHbBIE;

-(pusnueckue;

-TEXHUYECKHUE.

6.2 IIpaBoBeIe.

K nanHomy BuIy Mep 3alllUThl OTHOCSTCS JIE€UCTBYIOIIME 3aKOHBI, YKa3bl, HOpDMaTUBHBIE AKTBHI,
COIJIAIIEHUS, perflaMeHTUPYIOIIKe paBuia oOpalieHus ¢ HHpopMalue, 3aKpenstonue mpasa
U O00s3aHHOCTH Y4YaCTHUKOB HWH(OPMAIMOHHBIX B3aMMOJIEUCTBHI B Tpoliecce o0paboTKH u
MCIIOJIb30BAaHNH, a TAK)KE YCTAaHABJIMBAIOIINE OTBETCTBEHHOCTD 32 HAPYIIECHUS 9TUX ITPABUIL
JlanHble Mepbl HOCSAT B OCHOBHOM YIpPEXKJAIOUIME XapakTep M TpeOyloT MOCTOSHHON
Pa3bICHUTENLHOU PaOOTHI C MOJIb30BATENSAMH.

6.3 MopanbHO — 3THYECKHUE.

K nanHOMy BHIy Mep 3allUThl OTHOCSTCS HOPMBI IIOBEJEHMS, KOTOpBIE TpPAJULMOHHO
CIIOKHWJIMCh WM CKJIAIbIBAIOTCA MO MEPE pacHpoCTpaHEHUs MH(OPMALMOHHBIX TEXHOJIOTHH B
oOriecTBe.

Jlanuble Mepbl OOJbIIEeH YacTbiO HE SBJISIOTCA 00S3aTeIbHBIMHU, OJHAKO, UX HECOONII0JeHUE
MOYKET MPUBECTH K CEPHE3HBIM MOTEPSAM MH(DOPMAIINH U HETIPEICKAa3yeMbIM MOCIIEACTBUSM.

6.4 Texnonornuyeckue.

K nmanHOMY BuAy Mep 3alllUThl OTHOCSITCSI PaA3HOTO POAA TEXHOJIOIMUECKNE PELIEHUS U ITPUEMBI,
HalpaBJIEHHbIE HAa YMEHbBIIEHHE BO3MOXHOCTH COBEPILIECHUS COTPYAHUKAMH YUpEXKJIEHUs
OIIMOOK M HAPYIICHU B paMKaX MPEAOCTABICHHBIX UM IIPAB U MOTHOMOYHIA.

6.5 OpraHu3anoHHbIE.

K nanHOMy BUAY Mep 3allIUThl OTHOCSITCSI MEPBI OPraHU3alMOHHOIO XapaKTepa,

8



perIaMEeHTHPYIOLIE  TMPOLECcChl  (PYHKIMOHUPOBAHUS  CHCTEMBI  OOpaOOTKM  JaHHBIX,
HCIIOJIb30BAaHUE €€ PECypCOB, AEATEIbHOCTh OOCIY)KMBAIOIIErO MEpPCoHaja, a TakKe MOPAIOK
B3aMIMOJICHCTBYSI TOJIb30BATENICH C CHCTEMOW TaKUM 00pa3oM, 4yTOObI B HAWOOJBIIEH CTENEeHU
3aTPYIHUTH WU UCKIIOYUTH BO3MOXKHOCTh pean3aliu yrpo3 0e30MacHOCTH.

['maBHOM 1ENbI0 OPraHU3alMOHHBIX MEp, NPEANPUHUMAEMBIX HA BBICIIEM YIIPaBICHUYECKOM
ypoBHE — CHOPMHPOBATH IMOJIMTHKY B 00JacTH oOecnedeHus Oe30macHOCTH HH(pOpManuu u
o0ecrieynTh €€ BBIOJHEHHUE, BBIIENAS HEOOXOOUMbIE TEXHUYECKHE, (UHAHCOBBIE U
YeJIOBEYECKHE PECYPCHI, a TaK K€ MOCTOSHHO KOHTPOJIUPYS COCTOSIHHUE JIEII.

6.6 YpOBHM MOJIMTHKHN obecrieueHus 0€30macHOoCTH HH(OpMaIiu

[Tonmutuka B obmactu obecniedueHus Oe3omacHOCTH MHQOpPMAIMKM B YUpexAeHUs pa3jeiicHa Ha
JIBa YPOBHSL:

-BEpXHUI;

-HUKHUU.

K BepxHeMy ypOBHIO MOJIUTUKH oOecrieueHus: 6e30macHoCcTH HHGOpMaLuu

OTHOCSITCS pELIeHMs] pyKOBOJICTBA, 3aTParuBaroIIfe JesTEIIbHOCTh Y UPEKICHUS B LIEJIOM.

Ha nanHoM ypoBHe ueTko ompezensercs chepa BIUSHUE U OTPaHUUCHUS MPHU ONpeAeTICHUU
neneit 6e3onacHOCTH MHPOPMAIIUH, ONPEACIISIOTCS PECYPChI, ¢ IOMOIIBI0 KOTOPBIX OHHU OYAyT
JNOCTUTHYTHL. Haxomurtcs KoMIpomHce MEXIy NpUEeMIIEeMbIM YpOBHEM O€30MacHOCTH U
(yHKIIMOHAJIBbHOCTBIO.

Ha HikHEeM ypoBHE MONTUTHKH oOecrieueHus: 6e301acHoCcTi HHpOopMaIuu

ONpeAEAOTC IPOLEAYpPbl M IpaBWila JOCTHXKEHUS ILeJied M pelleHuil 3a1ad 0e30IacHOCTH
uHpopmanuu.

6.7 locTyn monb3oBaTeneit K paboTe ¢ 00beKTaMu HHPOPMAITMOHHON 6€3011aCHOCTH
YupexaeHus U JAOCTYIl K UX pecypcaMm JOJDKEH OBbITh CTpOro perjameHTupoBaH. JIroObie
M3MEHEHHUsl COCTaBa U IMOJHOMOYMN IOJIb30BaTENEe JOKHBI MPOU3BOAUTHCS YCTAHOBIEHHBIM
MOPSIKOM, COTJIACHO PerjaMeHTa MPel0CTaBIeHUs JOCTYIIa MOJIb30BaTENCH.

6.8 Bce coTpyaHukn YupexxaeHus!, 3aperucTpupOBaHHbIC Kak jeranbHbie nojb3oBaTenn ECKC
VYupexxeHus JOKHBI HECTU MEePCOHAIBHYIO OTBETCTBEHHOCTh 3a HapyIIEHHUs! YCTaHOBIEHHOTO
nopsiika oO0paboOTKM MH(pOpPMAlMKM, TIPAaBUJ XPAHEHWs, UCIOJB30BaHUS W Iepeayu,
HaXOJALIMXCS B UX PACTIOPSHKEHUHU 3alMIIAEMbIX PECYPCOB CUCTEMBI.

6.9 Tloaniexalnye 3aliuTe pecypchbl CUCTEMBI TOJJIEKAT CTPOTOMY yUETYy.

6.10 Bce Heuncnonb3yemble B paboTe ycTpOHCTBa BBOAA — BbIBOJA MH(POPMALUU HA PabOUYMX
MeCTaX COTPYAHMKOB, paboTaroluMX ¢ KOHQUIACHIHAIbHOU HHQOpMAaIUel, TOJKHBI ObITh IO
BO3MOXKHOCTH OTKJIIOUEHBI, HE HYXKHbIE JUIs pa0OoThl IPOrpaMMHBIE CPEJICTBA U JJaHHBIE C AUCKOB
TaK)Ke JI0JKHBI ObITh y/1aJICHBI.

6.11 B xomnoHeHTax 00BbEKTOB MH(OPMAIIMOHHON 0€30MacHOCTH YUpeXKACHUs U Ha paboumx
MecTax IO0Jb30BaTeNel JOJKHBl YCTaHABIMBATHCA M HUCIOJIb30BAaTHCS TOJBKO JIMIEH3UOHHbBIE
IpoTrpaMMHBIE CPEACTBA, MPOLIEALINE AaHTUBUPYCHYIO TPOBEPKY.

Hcnonp30BaHne MPOrpaMMHOT0 OOeCHedeHHrs, He MPOIIEANIEro MPOBEPKY U HE YYTEHHOTO B
VYupexxaeHus, J0JKHO ObITh 3alpenieHo.

6.12 Ilonwp3oBarenu OO0BEKTOB WH(DOPMAIMOHHOW OE€30MAaCHOCTH YUPEXKICHHS TOJDKHBI OBITh
O3HAaKOMJIEHBI CO CBOMM YpPOBHEM IIOJIHOMOYMH, a TakKe OpPraHU3alMOHHOW —
pacropsiIUTEeIbHOM, HOPMAaTUBHOM, TEXHUYECKOM W OSKCIUIyaTallMOHHOW JIOKYMEHTalHEH,
omnpenensoueil TpeboBaHUs U MOPAJOK 00pabOTKH HHPOPMALIUU B YUPEKACHUH.

6.13 Jlns HenocpeACTBEHHOM opranu3annu U 3QpPeKTUBHOTO PYHKIIMOHUPOBAHUS

cucTeMbl obecrieueHUs HWHGPOPMALMOHHOM 0€30MacHOCTH, HCKIIIOYAloIel BO3MOXKHBIE
KOH(JIMKTBl HHTEPECOB, B YUPEXKIECHUU I€JIeCO00pa3HO BBECTH CEKTOp IO oOecrneueHue
UH(POPMALIMOHHOM 0€30MaCHOCTH, C YTBEp)KJIEHHEM HEOOXOIMMOW INTAaTHOM YHCICHHOCTU
CHEINAJIMCTOB, U BO3JIO)KEHUEM HAa HUX COOTBETCTBYIOUINX (DYHKIUHN U 331a4.

6.14 Jlioboe rpyboe HapylleHHE TMOpSIKa M NpPaBWI MOJIb30BaHUSA HH()OPMAIMOHHBIMU
pecypcamu YupexxJIeHHs IODKHO pacciefoBaTbesa. K BUHOBHBIM MPUMEHSTHCS aJeKBaTHBIC
MEpBbI BO3JICUCTBHS.



6.15 ns peanuzauud OPUHIMOA [EPCOHATBHOW OTBETCTBEHHOCTH IOJb30BaTeNel 3a CBOMU
IEWCTBUSA HEOOXOIUMBI:

-UnauBuyanbHas HACHTUGUKALMS [T0JIb30BaTEIeH 1 MHULIIMUPOBAHHBIX UM IPOLIECCOB;
-IIpoBepka MOAIMHHOCTH NOJIB30BATENIEH Ha OCHOBE MapOJIEH, KIIFOUEH Ha Pa3IMYHONM OCHOBE U
T.J.;

-Peakuus Ha nonbITKe HECAHKIIMOHUPOBAHHOT'O JOCTYIA (CUTHANMU3auus, OJOKUPOBKA U T.1.)
6.16 s obecriedenuss uHPOpPMAITMOHHOW 0€30MacHOCTH  YUPEXKICHHUS HCIOIb3YIOTCS
CJIEAYIOIINE CPEACTBA 3AIUTHIL:

-(pusnueckue;

-TeXHUYECKUE;

-CpelICTBa UICHTU(UKAIIMH U ayTeHTU()UKALIUH TT0JIb30BaTENCH;

-CpeJICTBa pa3rpaHUUYEHMsI JOCTYIIa;

-CcpelIcTBa 00ecreueHus] KOHTPOJISA U IIETIOCTHOCTH;

-CpeJICTBa OIIEPAaTUBHOI'O KOHTPOJIS U PErUCTpalluy cOObITHI Oe30I1acHOCTH,
-KpunTorpaduuecKue cpescTna.

6.17 TexHuuecKkue Mephl 3aIIUTHI.

OcHoBaHbI Ha HCIOJIb30BAHUU PA3JIMYHBIX 3JEKTPOHHBIX YCTPOMCTB M CHELMAIBHBIX NPOTpamMm
U BBIIOJHSIOMNX (DYHKIMH 3aLUTHI.

6.18 cpencTBa pasrpaHUyueHuUs AOCTYIA

B nensax npenorpaiienus paboTbl ¢ 00beKTaMi HHPOPMALIMOHHONW 6€30MacHOCTH Y Upex1eHUs
IIOCTOPOHHUX JIMI, HEOO0XOAUMO OO€eCHeYuTh BO3MOKHOCTh PpAcCHO3HABaHUS KaXJ0To
JIETaJIbHOTO MOJIb30BATEISL.

6.19 cpencTBa MACHTUGHUKAIMHA W ayTEHTH()UKALIWU MOJIb30BaTeNe 30HBI OTBETCTBEHHOCTH U
3aJ]aud KOHKPETHBIX TEXHUUECKUX CPEJCTB 3aALIUThI

YCTaHABIMBAIOTCA HCXOJS U3 HX BO3MOXXHOCTEM M OKCILTyaTallMOHHBIX XapaKTEPHUCTUK,
OIHCaHHBIX B JOKYMEHTAIIMM Ha JAHHBIC CPEJICTBA.

6.20 CpenctBa obecrieyeHus 11eT0OCTHOCTH

CpenctBa obecriedeHus] IIEJIOCTHOCTH BKJIIOYAIOT B CBOM COCTaB CpEACTBA PE3EPBHOTO
KOIMPOBAHUs, IPOrpaMMbl aHTUBUPYCHOM 3alllUThI, IPOrPaMMbl BOCCTAHOBJIEHUS I[€JIOCTHOCTH
OTIEepaLlMOHHOM cpe/ibl U 0a3 JaHHBIX.

6.21 cpencTBa onepaTUBHOIO KOHTPOJISI U PETUCTPALIUN COOBITUN O€30MacHOCTH

CpenctBa  KOHTpOJSL  LIEJIOCTHOCTM — HMH(OPMAIMOHHBIX ~ OOBEKTOB  HMH(OPMAIMOHHON
0e30MacHOCTH YUpeKAeHHs NpeJHa3HAuYEHbI Il CBOEBPEMEHHOT0 OOHAPYKEHNUS MOAU(PUKALIUU
WIA MCKAKEHUs pecypcoB cucteMbl. OHM TO3BOJSIIOT oOecrneduBaTh IPaBHIBHOCTh
(GYHKIIMOHUPOBAHMSI CHCTEMBbl 3aIIMTHl M IEJIOCTHOCTh XpaHUMOM M 0OpabaTbiBaeMoii
UHpOpMaLIUH.

CpenctBa 00bEKTUBHOI'O KOHTPOJISI IOJIKHBI 00ecrieunBaTh OOHApYKEHUE U

pETUCTpalMIO BCeX COOBITHI, KOTOpble MOTYT MOBJeYb 3a co0oil Hapymenue Konuenmuu Ub u
NIPUBECTH K BOSHUKHOBEHUIO KPU3UCHBIX CHTYaIlHH.

[Ipu perucrpanuu coObITUH O€30MaCHOCTH B XKYypHaje JOJDKHA (PUKCHPOBATHCS CIeNyroIas
uH(popManus:

-JlaTa U BpeMs COOBITHS,

-UJIeHTU(UKATOP CYOBEKTa, OCYIIECTBISIIOIINI PETUCTPUPYyEMOE JeCTBHE;

-JICUCTBHE.

6.22 xpuntorpaduyecKue CpeacTBa

Bce cpencrBa kpunrorpadguueckoi 3amuThl HHGOPMAIIMK B YUPEKICHUS JOKHBI CTPOUTHCS
Ha OCHOBE 0a3MCHOr0 KpUNTOrpaHUuecKoro sijpa, MpOUIeNIEro BCECTOPOHHUE HCCIIEIOBAaHUS
CHeLHUATU3UPOBAHHBIMU OPTaHU3ALMSIMH.

6.23 VYnpapneHue cucreMoil obecriedeHuss 0€30MacHOCTH HWH(OpPMALUK TPEACTaBIsIeT COOOM
I[eJICHANpPaBIEHHOE BO3/IEMCTBUE Ha KOMIIOHEHTBI CHUCTEMBbI oOecredeHHs Oe30MacHOCTH C
LENBI0  JIOCTMKEHUs TpeOyeMbIX IIOKa3aTeled M HOPM  3alUILEHHOCTH OOBEKTOB
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UH(POPMALIMOHHON 0€30MacHOCTH YUpPEXACHUS B YCIOBUSX pEalIM3alldd OCHOBHBIX Yrpo3
0€30MacHOCTH.

6.24 KouTposb 3¢ (HeKTHBHOCTH 3alIUTHI

KonTponb 3¢ dexTuBHOCTH 3aUTHl MHPOPMAIIMKU OCYIIECTBIISETCS C LIEIBI0 CBOEBPEMEHHOTO
BBISIBJIEHUSI U TPEJOTBpAIlleHUs yrpo3 Oe3omacHOCTH. KOHTponb MOXKET MpPOM3BOAMTHCS Kak
OTBETCTBEHHBIM COTPYIHHUKOM 3a HH(OPMALMOHHYIO O€30MaCHOCTh YUpEeXKIEHUs, Tak U
IIPUBJIEKAEMBIMU JUI1 3TOW LENM OpPraHU3alUsAMH, HMMCIOUIMMHU JIMLIEH3UI0 Ha O3TOT BHJ
JIeATEIbHOCTH.

7. IlopsaaoK yTBep:KI1eHHusl, BHECCHUS] N3MEHEHU I M 1010 THEeHU I

7.1 Hacrostmas [lonutuka Vb BcTymaet B 3aKOHHYIO CHITY € JIaThl YTBEPKICHUS.

7.2 VI3MeHeHMs U IOTIONIHEHUS B HACTOALLYI0 [[0MTHKY BHOCSTCS 110 MHULIMATUBE

PYKOBOJICTBA Y UpeXACHUS, 3aMECTUTENS JUPEKTOPa

7.3 Ilepecmortp Ilonutuxu b npousBoaurcs He pexe 1 pasza B rox.

7.4 B cinyyae BCTYIUIEHUS OTZIEIBHBIX IIYHKTOB B IPOTUBOPEYHE C HOBBIMU

3aKOHOJIATENIFHBIMU aKTaMH B cdepe MHOOPMAIMOHHBIX TEXHOJOTHHA - 3TH IMYHKTHI JaHHOM
KOHLICTIIMK YTPAUYMBAOT IOPUAMYECKYIO CHILY 10 MOMEHTA BHECEHUS U3MEHEHUN B HACTOSIIYIO
ITomutuxy Ub.

7.5 TpeboBanus [lonmutuku b Moryt pa3BuBatbcs [pyruMu BHYTPEHHUMU

JOKYMEHTaMU Y YpeKIEHUsl, KOTOPbIE JOIOJIHSIIOT U YTOYHSIOT €€.
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